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▪ Threats are evolving and Cyber Criminals are getting cleverer

▪ What do we know about what these attacks have in common?

▪ Targeted and more than likely originated via a phishing email

▪ BUT…

▪ All these institutions deployed numerous technical cyber security solutions

▪ No technical solutions in isolation are 100% effective

▪ Socially engineered threats bypass many cyber security systems

▪ CONCLUSION?

Why is the ‘Human Factor’ in Cyber so critical?
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▪The ‘human factor’ of cyber security 

represent the actions or events when 

human error results in a successful 

hack or data breach.

We need to understand the ‘human factor’



We are only human, after all…but
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• If hackers know that they can find a weak link

• Collectively we have a responsibility to make our defences stronger 

• We shouldn’t just rely solely on technical security measures

• Focus must be on both ‘technical’ & ‘human’ initiatives in equal measures

• A combined or Layered approach to security protection

• “The weakest chain in cyber security is the human being”



Our 
approach…

The Onion 
Approach

• Baseline our starting position 

• Incorporated technology 

• Individualised training programs

• Simulation based education

• Regular info-bytes & advisories

• Used multiple delivery channels

• Desktop Cyber Scenarios

• Align message to our strategy

• All year round approach 



Last thoughts…
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• Make it feel like we are all on the same journey

• Engagement is key to creating a security culture

• Make Cyber Security awareness personal & relevant

• Give it a unique identity to your organisation

• Keep repeating the messages & encourage questions

• Awareness is our way of connecting with our audience



Thank you


